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(7) Develops forms used within the 
DLA Privacy Program. This part 
serves as the prescribing document for 
forms developed for the DLA Privacy 
Program. 

(d) DLA Components Heads. The DLA 
Components Heads: 

(1) Designate an individual as the 
point of contact for Privacy matters 
for their DLA Component and advise 
DGA of the name of official so des-
ignated. This individual also will serve 
as the Privacy Officer for the co-lo-
cated tenant DLA organizations. 

(2) Designate an official to serve as 
the initial denial authority for initial 
requests for access to an individual’s 
records or amendments to records, and 
will advise DGA of the names of the of-
ficials so designated. 

(e) DLA Acquisition Management Direc-
torate (J–7). The DLA Acquisition Man-
agement Directorate (J–7) shall be re-
sponsible for: 

(1) Developing the specific DLA poli-
cies and procedures to be followed 
when soliciting bids, awarding con-
tracts or administering contracts that 
are subject to 32 CFR 310.12. 

(2) Establishing an appropriate con-
tract surveillance program to ensure 
contractors comply with the proce-
dures established in accordance with 32 
CFR 310.12. 

§ 323.5 Access to systems of records in-
formation. 

(a) Individuals who wish to gain ac-
cess to records contained in a system 
of records about themselves will sub-
mit their request in writing to the 
DLA FOIA/Privacy Act Office, Head-
quarters, Defense Logistics Agency, 
ATTN: DGA, 8725 John J. Kingman 
Road, Suite 1644, Fort Belvoir, VA 
22060–6221. Any written request must: 

(1) Identify the particular ‘‘system(s) 
of records’’ to be searched; 

(2) Contain the information listed 
under the ‘‘Notification procedure’’ or 
‘‘Record access procedures’’ elements 
of the applicable system of records no-
tice; 

(3) Verify identity when the informa-
tion sought is of a sensitive nature by 
submitting an unsworn declaration in 
accordance with 28. U.S.C. 1746 or nota-
rized signature; 

(4) Adequately explain a request for 
expedited processing, if applicable; 

(5) State whether they agree to pay 
fees associated with the processing of 
your request; and 

(6) Contain a written release author-
ity if records are to be released to a 
third party. Third parties could be, but 
are not limited to, a law firm, a Con-
gressman’s office, a union official, or a 
private entity. 

(b) Amendment and/or Access denials 
will be processed in accordance with 32 
CFR 310.18 and 310.19. 

(c) If an individual disagrees with the 
initial agency determination regarding 
notification, access, or amendment, he 
may appeal by writing to the General 
Counsel, Defense Logistics Agency, 
ATTN: DGA, Suite 1644, 8725 John J. 
Kingman Road, Fort Belvoir, VA 22060– 
6221 or by emailing the appeal to hq- 
foia@dla.mil or by faxing the appeal to 
(703) 767–6091. 

§ 323.6 Exemption rules. 

(a) The Director, DLA or designee 
may claim an exemption from any pro-
vision of the Privacy Act from which 
an exemption is allowed. 

(b) An individual is not entitled to 
access information that is compiled in 
reasonable anticipation of a civil ac-
tion or proceeding. The term ‘‘civil ac-
tion or proceeding’’ is intended to in-
clude court proceedings, preliminary 
judicial steps, and quasi-judicial ad-
ministrative hearings or proceedings 
(i.e., adversarial proceedings that are 
subject to rules of evidence). Any infor-
mation prepared in anticipation of 
such actions or proceedings, to include 
information prepared to advise DLA of-
ficials of the possible legal or other 
consequences of a given course of ac-
tion, is protected. The exemption is 
similar to the attorney work-product 
privilege except that it applies even 
when the information is prepared by 
non-attorneys. The exemption does not 
apply to information compiled in an-
ticipation of criminal actions or pro-
ceedings. 

(c) Exempt Records Systems. All sys-
tems of records maintained by the De-
fense Logistics Agency will be exempt 
from the access provisions of 5 U.S.C. 
552a(d) and the notification of access 
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procedures of 5 U.S.C. 522a(e)(4)(H) pur-
suant to 5 U.S.C. 552a(k)(1) to the ex-
tent that the system contains any in-
formation properly classified under Ex-
ecutive Order 13526 and which is re-
quired by the Executive Order to be 
kept secret in the interest of national 
defense or foreign policy. This exemp-
tion, which may be applicable to parts 
of all DLA systems of records, is nec-
essary because certain record systems 
not otherwise specifically designated 
for exemptions herein may contain iso-
lated items of information which have 
been properly classified. 

(d) System Identifier: S170.04 (Spe-
cific exemption). 

(1) System name: Debarment and 
Suspension Files. 

(2) Exemption: (i) Investigatory ma-
terial compiled for law enforcement 
purposes, other than material within 
the scope of subsection 5 U.S.C. 
552a(j)(2), may be exempt pursuant to 5 
U.S.C. 552a(k)(2). If an individual, how-
ever, is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information except to the extent 
that disclosure would reveal the iden-
tity of a confidential source. NOTE: 
When claimed, this exemption allows 
limited protection of investigative re-
ports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) The specific sections of 5 U.S.C. 
552a from which the system is exempt 
are 5 U.S.C. 552a(c)(3), (d)(1) through 
(d)(4), (e)(1), (e)(4)(G), (H), and (I), and 
(f). 

(3) Authorities: 5 U.S.C. 552a(k)(2) 
and (k)(5). 

(4) Reasons: (i) From 5 U.S.C. 
552a(c)(3), as granting access to the ac-
counting for each disclosure, as re-

quired by the Privacy Act, including 
the date, nature, and purpose of each 
disclosure and the identity of the re-
cipient, could alert the subject to the 
existence of an investigation or prose-
cutive interest by DLA or other agen-
cies. This seriously could compromise 
case preparation by prematurely re-
vealing its existence and nature; com-
promise or interfere with witnesses or 
making witnesses reluctant to cooper-
ate; and lead to suppression, alter-
ation, or destruction of evidence. 

(ii) From 5 U.S.C. 552a(d)(1) through 
(4) and (f), as providing access to 
records of a civil investigation, and the 
right to contest the contents of those 
records and force changes to be made 
to the information contained therein, 
would seriously interfere with and 
thwart the orderly and unbiased con-
duct of an investigation and impede 
case preparation. Providing access 
rights normally afforded under the Pri-
vacy Act would provide the subject 
with valuable information that would: 
Allow interference with or compromise 
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression, 
alteration, or destruction of evidence; 
and result in the secreting of or other 
disposition of assets that would make 
them difficult or impossible to reach to 
satisfy any Government claim arising 
from the investigation or proceeding. 

(iii) From 5 U.S.C. 552a(e)(1), as it is 
not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From 5 U.S.C. 552a(e)(4)(G) and 
(H), as there is no necessity for such 
publication since the system of records 
would be exempt from the underlying 
duties to provide notification about 
and access to information in the sys-
tem and to make amendments and cor-
rections to the information in the sys-
tem. 

(v) From 5 U.S.C. 552a(e)(4)(I), as to 
the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
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notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
DLA, nevertheless, will continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(e) System Identifier: S500.10 (Spe-
cific exemption). 

(1) System name: Personnel Security 
Files. 

(2) Exemption: (i) Investigatory ma-
terial compiled solely for the purpose 
of determining suitability, eligibility, 
or qualifications for federal civilian 
employment, federal contracts, or ac-
cess to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(ii) Therefore, portions of this system 
may be exempt pursuant to 5 U.S.C. 
552a(k)(5) from the following sub-
sections of 5 U.S.C. 552a(c)(3), (d), and 
(e)(1). 

(3) Authority: 5 U.S.C. 552a(k)(5). 
(4) Reasons: (i) From 5 U.S.C. 

552a(c)(3) and (d), when access to ac-
counting disclosures and access to or 
amendment of records would cause the 
identity of a confidential source to be 
revealed. Disclosure of the source’s 
identity not only will result in the De-
partment breaching the promise of con-
fidentiality made to the source but it 
would impair the Department’s future 
ability to compile investigatory mate-
rial for the purpose of determining 
suitability, eligibility, or qualifica-
tions for Federal civilian employment, 
Federal contracts, or access to classi-
fied information. Unless sources may 
be assured that a promise of confiden-
tiality will be honored, they will be 
less likely to provide information con-
sidered essential to the Department in 
making the required determinations. 

(ii) From 5 U.S.C. 552a(e)(1), as in the 
collection of information for investiga-
tory purposes, it is not always possible 
to determine the relevance and neces-
sity of particular information in the 
early stages of the investigation. In 
some cases, it is only after the infor-
mation is evaluated in light of other 
information that its relevance and ne-
cessity becomes clear. Such informa-

tion permits more informed decision- 
making by the Department when mak-
ing required suitability, eligibility, and 
qualification determinations. 

(f) System Identifier: S500.20 (Spe-
cific exemption). 

(1) System name: Defense Logistics 
Agency (DLA) Criminal Incident Re-
porting System (DCIRS). 

(2) Exemption: (i) Investigatory ma-
terial compiled for law enforcement 
purposes, other than material within 
the scope of subsection 5 U.S.C. 
552a(j)(2), may be exempt pursuant to 5 
U.S.C. 552a(k)(2). If an individual, how-
ever, is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information except to the extent 
that disclosure would reveal the iden-
tity of a confidential source. NOTE: 
When claimed, this exemption allows 
limited protection of investigative re-
ports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) The specific sections of 5 U.S.C. 
552a from which the system is to be ex-
empted are 5 U.S.C. 552a(c)(3), (d), 
(e)(1), (e)(4)(G), (H), (I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2). 
(4) Reasons: (i) From subsection 

(c)(3), as to grant access to an account-
ing of disclosures as required by the 
Privacy Act, including the date, na-
ture, and purpose of each disclosure 
and the identity of the recipient, could 
alert the subject to the existence of the 
investigation or prosecutive interest 
by DLA or other agencies. This could 
seriously compromise case preparation 
by: Prematurely revealing its existence 
and nature; compromising or inter-
fering with witnesses or making wit-
nesses reluctant to cooperate; and lead-
ing to suppression, alteration, or de-
struction of evidence. 

(ii) From 5 U.S.C. 552a(d) and (f), as 
providing access to this information 
could result in the concealment, de-
struction or fabrication of evidence and 
jeopardize the safety and wellbeing of 
informants, witnesses and their fami-
lies, and law enforcement personnel 
and their families. Disclosure of this 
information also could reveal and 
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render ineffectual investigative tech-
niques, sources, and methods used by 
this component and could result in the 
invasion of privacy of individuals only 
incidentally related to an investiga-
tion. Investigatory material is exempt 
to the extent that the disclosure of 
such material would reveal the iden-
tity of a source who furnished the in-
formation to the Government under an 
express promise that the identity of 
the source would be held in confidence, 
or prior to September 27, 1975, under an 
implied promise that the identity of 
the source would be held in confidence. 
This exemption will protect the identi-
ties of certain sources that would be 
otherwise unwilling to provide infor-
mation to the Government. The exemp-
tion of the individual’s right of access 
to his/her records and the reasons 
therefore necessitate the exemptions of 
this system of records from the re-
quirements of the other cited provi-
sions. 

(iii) From 5 U.S.C. 552a(e)(1), as it is 
not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From 5 U.S.C. 552a(e)(4)(G), (H), 
and (I), as it will provide protection 
against notification of investigatory 
material which might alert a subject to 
the fact that an investigation of that 
individual is taking place, and the dis-
closure of which would weaken the on- 
going investigation, reveal investiga-
tory techniques, and place in jeopardy 
confidential informants who furnished 
information under an express promise 
that the sources’ identity would be 
held in confidence (or prior to the ef-
fective date of the Act, under an im-
plied promise). 

(g) System Identifier: S500.30 (Spe-
cific exemption). 

(1) System name: Incident Investiga-
tion/Police Inquiry Files. 

(2) Exemption: (i) Investigatory ma-
terial compiled for law enforcement 
purposes, other than material within 
the scope of subsection 5 U.S.C. 
552a(j)(2), may be exempt pursuant to 5 
U.S.C. 552a(k)(2). If an individual, how-
ever, is denied any right, privilege, or 

benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information, except to the ex-
tent that disclosure would reveal the 
identity of a confidential source. 
NOTE: When claimed, this exemption 
allows limited protection of investiga-
tive reports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) The specific sections of 5 U.S.C. 
552a from which the system is exempt 
are 5 U.S.C. 552a(c)(3), (d)(1) through 
(d)(4), (e)(1), (e)(4)(G), (H), and (I), and 
(f). 

(3) Authority: 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(4) Reasons: (i) From 5 U.S.C. 
552a(c)(3), because to grant access to 
the accounting for each disclosure as 
required by the Privacy Act, including 
the date, nature, and purpose of each 
disclosure and the identity of the re-
cipient, could alert the subject to the 
existence of the investigation or prose-
cutive interest by DLA or other agen-
cies. This could seriously compromise 
case preparation by: Prematurely re-
vealing its existence and nature; com-
promising or interfering with witnesses 
or making witnesses reluctant to co-
operate; and leading to suppression, al-
teration, or destruction of evidence. 

(ii) From 5 U.S.C. 552a(d)(1) through 
(d)(4), and (f), as providing access to 
records of a civil or administrative in-
vestigation, and the right to contest 
the contents of those records and force 
changes to be made to the information 
contained therein, would seriously 
interfere with and thwart the orderly 
and unbiased conduct of the investiga-
tion and impede case preparation. Pro-
viding access rights normally afforded 
under the Privacy Act would: Provide 
the subject with valuable information 
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that would allow interference with or 
compromise of witnesses or render wit-
nesses reluctant to cooperate; lead to 
suppression, alteration, or destruction 
of evidence; enable individuals to con-
ceal wrongdoing or mislead the course 
of the investigation; and result in the 
secreting of or other disposition of as-
sets that would make them difficult or 
impossible to reach to satisfy any Gov-
ernment claim arising from the inves-
tigation or proceeding. 

(iii) From 5 U.S.C. 552a(e)(1), as it is 
not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From 5 U.S.C. 552a(e)(4)(G) and 
(H), as this system of records is com-
piled for law enforcement purposes and 
is exempt from the access provisions of 
5 U.S.C. 552a(d) and (f). 

(v) From 5 U.S.C. 552a(e)(4)(I), be-
cause to the extent that this provision 
is construed to require more detailed 
disclosure than the broad, generic in-
formation currently published in the 
system notice, an exemption from this 
provision is necessary to protect the 
confidentiality of sources of informa-
tion and to protect privacy and phys-
ical safety of witnesses and informants. 
DLA, nevertheless, will continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(h) System Identifier: S500.60 (Spe-
cific exemption). 

(1) System name: Defense Logistics 
Agency Enterprise Hotline Program 
Records. 

(2) Exemption: (i) Investigatory ma-
terial compiled for law enforcement 
purposes, other than material within 
the scope of subsection 5 U.S.C. 
552a(j)(2), may be exempt pursuant to 5 
U.S.C. 552a(k)(2). If an individual, how-
ever, is denied any right, privilege, or 
benefit for which he would otherwise be 
entitled by Federal law or for which he 
would otherwise be eligible, as a result 
of the maintenance of the information, 
the individual will be provided access 
to the information, except to the ex-
tent that disclosure would reveal the 
identity of a confidential source. 
NOTE: When claimed, this exemption 

allows limited protection of investiga-
tive reports maintained in a system of 
records used in personnel or adminis-
trative actions. 

(ii) Investigatory material compiled 
solely for the purpose of determining 
suitability, eligibility, or qualifica-
tions for federal civilian employment, 
military service, federal contracts, or 
access to classified information may be 
exempt pursuant to 5 U.S.C. 552a(k)(5), 
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source. 

(iii) The specific sections of 5 U.S.C. 
552a from which the system is exempt 
are 5 U.S.C. 552a(c)(3), (d)(1) through 
(4), (e)(1), (e)(4)(G), (H), (I), and (f). 

(3) Authority: 5 U.S.C. 552a(k)(2) and 
(k)(5). 

(4) Reasons: (i) From subsection 
(c)(3), as to grant access to an account-
ing of disclosures as required by the 
Privacy Act, including the date, na-
ture, and purpose of each disclosure 
and the identity of the recipient, could 
alert the subject to the existence of the 
investigation or prosecutive interest 
by DLA or other agencies. This could 
seriously compromise case preparation 
by prematurely revealing its existence 
and nature; compromise or interfere 
with witnesses or making witnesses re-
luctant to cooperate; and lead to sup-
pression, alteration, or destruction of 
evidence. 

(ii) From 5 U.S.C. 552a(d)(1) through 
(4) and (f), as providing access to 
records of a civil or administrative in-
vestigation, and the right to contest 
the contents of those records and force 
changes to be made to the information 
contained therein, would interfere seri-
ously with and thwart the orderly and 
unbiased conduct of the investigation 
and impede case preparation. Providing 
access rights normally afforded under 
the Privacy Act would provide the sub-
ject with valuable information that 
would allow: Interference with or com-
promise of witnesses or render wit-
nesses reluctant to cooperate; lead to 
suppression, alteration, or destruction 
of evidence; enable individuals to con-
ceal wrongdoing or mislead the course 
of the investigation; and result in the 
secreting of or other disposition of as-
sets that would make them difficult or 
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impossible to reach to satisfy any Gov-
ernment claim arising from the inves-
tigation or proceeding. 

(iii) From 5 U.S.C. 552a(e)(1), as it is 
not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only 
after the information is evaluated in 
light of other evidence that its rel-
evance and necessity will be clear. 

(iv) From 5 U.S.C. 552a(e)(4)(G) and 
(H), as this system of records is com-
piled for law enforcement purposes and 
is exempt from the access provisions of 
5 U.S.C. 552a(d) and (f). 

(v) From 5 U.S.C. 552a(e)(4)(I), as to 
the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system 
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information 
and to protect privacy and physical 
safety of witnesses and informants. 
DLA will, nevertheless, continue to 
publish such a notice in broad generic 
terms as is its current practice. 

(i) System Identifier: S510.30 (Spe-
cific/General Exemption). 

(1) System name: Freedom of Infor-
mation Act/Privacy Act Requests and 
Administrative Appeal Records. 

(2) Exemption: During the processing 
of a Freedom of Information Act/Pri-
vacy Act request (which may include 
access requests, amendment requests, 
and requests for review for initial deni-
als of such requests), exempt materials 
from other systems of records may, in 
turn, become part of the case record in 
this system. To the extent that copies 
of exempt records from those ‘‘other’’ 
systems of records are entered into this 
system, the Defense Logistics Agency 
claims the same exemptions for the 
records from those ‘‘other’’ systems 
that are entered into this system, as 
claimed for the original primary sys-
tem of which they are a part. 

(3) Authority: 5 U.S.C. 552a(j)(2), 
(k)(1) through (7). 

(4) Reasons: Records are only exempt 
from pertinent provisions of 5 U.S.C. 
552a to the extent such provisions have 
been identified and an exemption 
claimed for the original record and the 
purposes underlying the exemption for 

the original record still pertain to the 
record which is now contained in this 
system of records. In general, the ex-
emptions were claimed in order to pro-
tect properly classified information re-
lating to national defense and foreign 
policy; to avoid interference during the 
conduct of criminal, civil, or adminis-
trative actions or investigations; to en-
sure protective services provided the 
President and others are not com-
promised; to protect the identity of 
confidential sources incident to Fed-
eral employment, military service, 
contract, and security clearance deter-
minations; to preserve the confiden-
tiality and integrity of Federal testing 
materials; and to safeguard evaluation 
materials used for military promotions 
when furnished by a confidential 
source. The exemption rule for the 
original records will identify the spe-
cific reasons why the records are ex-
empt from specific provisions of 5 
U.S.C. 552a. 
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